MHCTMTYT MOHMTopMHra U OLUEHKHU 119618, r. MockBa, yA. 50 AeT OkTabps, A. 4
o Ten.: +7 (495) 268 13 42, +7 (499) 130-06-34
MH¢0pMaUMOHHOM 6930"aCHOCTM e-mail info@imoib.ru cauT: imoib.ru

JInuensuss ®CTOK Poccun Ha esTeIbHOCTD MO TEXHHMYECKOH 3auTe KoHpuaeHmansaoi nadopmarmu NeJ1024-00107-77/01648168 ot 17.12.24
JIunensus [lemapramenta o0pa3oBaHus roposa MOCKBEI Ha IIPaBO OCYIIECTBICHUS 00pa3oBaTensHol nesTensaoctu Ne038554 ot 24.07.17

Hcx. Ne09 ot 27 aBrycrta 2026 roga PykoBoguTesto

28 ceHTs6ps - 02 okTsaA6ps 2026 roga
JIMCTAHILMOHHBIN KYPC IMOBBIIIEHUSA KBAJIMOUKALIMK (BEBUHAP)

i «OCHOBBI IIEHTECTA - TECTUPOBAHUE HA ITIPOHUKHOBEHUE» '

C BBUIaLIeﬁ YAOCTOBCPCHUSA O ITOBBIICHUN KBaHI/I(I)I/IKaHI/II/I B 06'beMe 40 qacoB I

Leap Kypca noBbIIIEHHS KBAJH(UKALNUM: PACCMOTPEHHE METOAOJOTHH M HHCTPYMEHTapHs
XaKePCKUX aTak, MOWCK U aHAJIU3 YSI3BUMOCTEH CUCTEMBI, TPAKTHIECKasi OTpab0TKa BO3MOXKHBIX CIICHAPHEB
MIPOHUKHOBEHUS U UMHUTALIMS aTaK Ha CUCTEMY.

IpurnamaemM: pykoBoAUTENEH, HAYAJbHUKOB OTACJIOB M CIEIHAINCTOB, OTBETCTBEHHBIX 3a
oOecnieueHne HMHQPOPMAIIMOHHON 0€30MacHOCTH B OpraHU3allMM, CHEIHATUCTaM, >KENAloUUM H3Y4YHUTh
OCHOBBI IIEHTECTA.

IIporpamma Kypca:

1. MeT010J10THSI M HHCTPYMEHTAPHI XaKePCKUX aTaK

Krnaccudukanus mnporpaMMHOT0 OOECHEeUeHHUs, KOTOpPOE HCIONb3yeT 3J0YMBIIUICHHUK TpPU B3JIOME
KOMITBIOTEPHBIX CHCTEM.

3amyck Kali Linux 3HaKOMCTBO ¢ HHCTpYMEHTaMU JJIsl IEHTECTA.

DTarbl B3JIOMa CUCTEMBI.

3nakomcTBO ¢ Metasploit Framework. JlaGopatopnas pabGota: 3amyck, 3HAKOMCTBO C OCHOBHBIMH
KOMaHJaMH W MOJTYJISIMH.

W3ydeHnue u ckaHupoOBaHUE CETH C UCIONIb30BaHUEM Moayieit Metasploit Framework.

JlabopaTopuasi pa6ora: OrmpenencHue ip-apecoB, TOPTOB, Ha3BaHWE OIEPANMOHHBIX CHCTEM C
ucrnonb3oBanueM Metasploit Framework.

2. AKTHBHBII aHAJIM3 CEPBUCOB BHYTPH CeTH, cOOpP HH(OPMALIMHU O CeTH

3HAKOMCTBO C OCHOBHBIMH CETE€BBIMHU CITY>KOaMU.

CkanupoBaHHe TOPTOB U OMpPE/IETICHUE BEPCU CETEBBIX CIYkKO OMEpaIMOHHBIX CHCTEM C UCTIOJIb30BAHUEM
Nmap.

[TpoGemsl, cBsI3aHHBIE CO CKaHUPOBaHUEM BHYTpH ceTu. CKaHHpOBaHUE NIPU BKIFOYEHHOM (aipBoe.
[IpoBenenue ckpoitoro (Stealth) ckanupoBanus. CkaHupOBaHUE MPU BKIIIOUEHHOM (halipBoJLIe.

Artaka “Brute-force" uTo 5T0 1 4yem onacHa.

[Tepebop nmoruHoB u maposieir k ssh, ftp, telnet ¢ umcmonmp3oBanmem mopayneir Metasploit Framework.
[Tonydenue goctymna npu ciabom mapoie.

Turnbl coequHeHUst o B3JIOMaHHOM cucteMoil. OCHOBHBIE MTPOOJIEMBI M OTTACHOCTH.

JlabopaTopuasi pa6Gora: Co3gaHue mOpsIMOrO W OOpPaTHOTO COEOUHSS C HCIIOJIb30BAHUEM DPa3HBIX
poTokoJioB. Co3aaHue IporpaMMBl JUIsl YAAJIEHHOTO MOAKIIOUEHNS K B3JIOMaHHOW CUCTEME.

3. ba3oBble aTaKu Ha CHCTEMY

CoumanbHas HHXeHepus, Kak 3(pPeKTUBHBIN cr1oco0 MOTy4YeHHUs IOTHHOB U MapOJIeH.

JlabopaTopHasi padora: lcrons30BaHHE COLMAIBHON MHXXEHEPHUH JUIS MOJIYYEHHMS JIOTMHOB M TapoJjei.
Co3nanue ¢eikoBoro caiita Juisg Kpaku JIOTHHA U TapoJIs.

Bupycel, TpostHCKHE TPOrpaMMBI UTO 3TO U JUISI YETO HYXKHBI.

JlaGopaTopHas padora: ['eHepupoBaHHe TPOSHCKHX MPOTrPaMM HMX CKJIEMBAHHE C JAPYTMMHU IpOrpaMMaMHu
3a0poc B CUCTEMY.

Yo Takoe SKCIUIOUTHI, BU/IbI SKCINIOUTOB JUIS YETO UCTIOIb3YIOTCS.

JlabopaTopHas padora: lcrionbp30BaHre SKCIUIONTOB JIJIsi IPOHUKHOBEHUS B CUCTEMY.

ITouck u KCTIONIB30BAaHHUE HKCIIIOUTOB.

JlabopaTopHnasi padora: MuaTterpupoBanue skcruionta B cuctemy Metasploit Framework. Mcnons3oBanue
HKCIUIONTA JJIS IOBBILICHUS IPUBUJIETHH B CUCTEME.



4. Mzyuenne moayasi Meterpreter B Metasploit Framework

M3yueHne OCHOBHBIX KOMaHJ, MOJYJeW A pabdOThl Ha B3JIOMAHHOW CHCTEME C HCIOJIb30BAHUEM
Meterpreter.

JlaGopaTtopnas pabora: lcrnonb30BaHHE OCHOBHBIX KOMaHA M Moayied Meterpreter ans paboThl C
B3JIOMaHHOW CUCTEMOM.

N3yuenue nononHuTenbHbIX MOAysel Meterpreter.

JlaGoparopHasi padora: Vcnosib30BaHUE pa3IUUYHBIX JOMOJHUTEIBHBIX MOAYJiel Meterpreter st Kpaxu
CHMMKOB 3KpaHa, CHUMKOB ¢ Web - kamep, Xelel, naposiei Ha B3JIOMaHHOW CHCTEME, HACTPOEK CUCTEMBI.
Kpaxa nndopmanmu ¢ uCoab30BaHuEM KEHIOTepOB.

JlaGopaTopnas padora: Hactpoiika 1 ucronb30BaHue Keinorepa A Kpaxu HHPOPMALUU B B3JIOMAaHHOK
CUCTEME.

N3menenune pa3an4HbIX HACTPOEK B CUCTEME IS ITOCIIEAYIOLIErOo IPOHUKHOBEHHS.

JlabopaTopuasi pa6ora: OtkiaoueHue (apBOUIOB OTKPBITHE ONpPEACIEHHBIX IIOPTOB, CO3JaHUE
[I0JIb30BAaTENIEH, U3MEHEHHE IIPaB JOCTYIIA.

5. MeToabl 3aKpenJieHusi B cucTeMe /sl MOCJIeIYI0IIero noaKJIiYeHust

Coznanue 09K10pOB B orneparimoHHoi cucreme Windows.

JlabopaTopnasi pa6ora: Hacrpoiika 065k10pa B cucreme Ha nmpumepe Meterpreter B Metasploit Framework
YcTaHoBKa W HACTpPOMKa CEpPBHCOB JUIS YNAJCHHOTO aIMUHUCTPUPOBAHUS OMNEPALMOHHOM CHCTEMBI
Windows.

JlabopaTopnasi pa6ora: Hactpoiika cepBucos telnet, RDP myist ynaneHHOro moAK/IIOueHus: K CUCTEME.
Cosznmanue 09K10pOB B onepanuoHHoi cucteme Debian Linux

JlabopaTopnasi pa6ora: Hactpoiika O5k10pa B ccTeMe Ha mpuMepe netcat.

YcTaHOBKa M HACTPOKKA CEPBUCOB IS YAAJCHHOTO aIMUHUCTPHUPOBAHUS OIEPAIIMOHHON crcTeMbl Linux.
JlabopaTopuasi pa6ora: Hactpoiika cepBucos ssh, VNC x11vnc mist ynaneHHOTo MOAKIIOUEHHUS K CUCTEME

IIpenogaBareanb Kypca
Myp3unueB C.B., npenoapasarens HMucrutyra MOWbB, cneumanuct — MNOpakTUK, YWUTAaeT Kypc IIO
TECTUPOBAHUIO Ha IPOHUKHOBEHUE.

Yci0oBUA U CTOMMOCTD yuacrusi
oﬁyqe}me C IPUMCHCHUEM NJUCTAHIIUOHHBIX TEXHOJIOT Hii

Jater oOyuenus (BebuHap) 28 centsa0ps - 02 okTsops 2026 r. (5 aHeit)
Bpewms oOyuenus 10 PaCIHUCAHMIO Kypca
Mecto 00y4eHus yJIaJIeHHOE MECTO CIyLIaTes
B cTroumocTs 00ydeHHs BXOIUT METOMYECKUE MaTePHAIIbI, TECTOBBIA CTEH]]

BUCO3aIUCh, IPC3CHTALIUHN JICKTOpPA

CTOUMOCTDB OBYUEHUS nnst :opuaudecKux JInil 19 990 py®6.
¢ BelJauel ynocroBepeHus B oobeme 40 yacos

CTOUMOCTbDb OBYUEHUSA nnst hpusmdeckux Jinil 15 990 py0.
(mpenomnara 100%) ¢ Beigaueit y1ocTOBEPEHUS B
oonseme 40 yacoB

JInuen3uu:
1. JluneHsuss Ha TpaBO OCYIIECTBIEHUs oOpaszoBaresbHOM nesitensHOCTH Ne 038554 ot 24.07.17 [lemapramenra
o0pazoBaHus ropojia MOCKBBI.
2. Jlunensus ®CTIOK Poccum (J1024-00107-77/01648168 ot 17.12.24) Ha HAeATENHFHOCTh 1O TEXHHYCCKOW 3alllMTE
KOH(HICHIIHATBHON HHPOPMALINY;

ITPEJABAPUTEJIbHAS PETUCTPALIA OBA3ATEJIbBHA
ten. 8 (906) 055-28-55, Ten. 8 (495) 268-13-42,ue-mail: info@imoib.ru, caiit: www.imoib.ru
DJIEKTPOHHAS PETUCTPAILIMS HA CAUTE: https://imoib.ru/training/course/2004

SMEKTPOHHOM MOANUCHIO

AOKYMEHT NOAMUCAH
PykoBogurens Muacturyra MOUD v A.Il'. ActaxoB
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